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COMMAND PROCESSING CONFIDENCE TEST - EOC2

Background Information:
Planning and scheduling activities produce the detailed activity schedule that is used for command
generation.  An integrated schedule of activities for instruments and spacecraft subsystems is
produced, and the ground scripts and command loads necessary to implement the scheduled
activities are generated.  FOS collects and validates the commands, software memory loads, table
loads and instrument memory loads necessary to implement the instrument and spacecraft
scheduled activities.   

The command data is transmitted to EDOS for uplink to the spacecraft during each real-time
contact.  Command requests can be received from the ISTs  in real-time by the operational staff
or as preplanned command groups generated by the Command Management Service.  Command
execution on-board the spacecraft is verified via returned telemetry.   

FOS maintains the current spacecraft memory image and performs memory dump compare
operations, as requested.

Exhibit EOC2-1 illustrates the paths and associated rates for uplink from EOC to the EOS AM-1
spacecraft [based on ref 16 page 2000-3].  The three path rates from TDRS to EOS AM-1 will be
verified in this test, the emergency path via GN/WOTS will be verified in test EGS2.
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Test Objectives:
The command processing confidence test will:
x� perform real-time commanding and load uplinks at all rates to the prime and back-up

Command and Telemetry Interface Units(CTIU)
x� verify proper implementation of CCSDS commanding protocols, and inhibition of critical and

hazardous commanding
x� verify ability to conduct Onboard Computer (OBC) load, dump, and compare sequences.

Test Configuration:
Exhibit EOC2-2 illustrates the Command Processing Test configuration with EOC, EDOS, and
the ETS MPS being used to simulate the spacecraft.  EDOS V3 and the ETS will be located at
GSFC building 32.
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Participants and Support Requirements:

Participants:
EDOS LZPF M&O - Will setup Forward Link at the desired rate (125 bps, 1 kbps,

10 kbps).  Will setup Return Link for 16 kbps Housekeeping on I or Q channel
(depending on test).  During test case EOC2.4 will assist in causing intentional
communication errors between EOC and ETS MPS (S/C simulation).

I&T Test Conductor - responsible for scheduling resources, coordination of test
execution, and reporting of test results.

ETS MPS Operator - Will setup for 16 kbps Housekeeping Return Link telemetry
Housekeeping on I or Q channel (depending on test) and receipt of commands from
EOC at various rates.

Communications:
1. Voice:

Telephone
CCL 74 Circuit - EOC/EDOS
CCL 94 Circuit - EOC/EDOS/ETS
CCL 113 Circuit - EOC/EDOS/EBnet

2. Data:
EBnet circuit from EOC to EDOS LZPF
EBnet circuit from EDOS to ETS MPS
EBnet circuit from EOC to ETS MPS

3.  IP addresses:
Operational LAN 198.118.199.0
Support LAN  198.118.200.0

Equipment and Software:
Hardware:

FOS Release B hardware

Software:
FOS Release B software
EDOS Version 3 software
EDOS Version C1 software  (December 97)

EOC Port assignments:

Data Stream APID Port
Outgoing command blocks to EDOS NA 20058
Q-channel CLCW NA 20051
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I-channel CLCW NA 20050
I-channel Housekeeping telemetry 1 20001
I-channel Health and Safety telemetry 2 20002
I-channel 16 kbps SCC diagnostic dump 3 20003
I-channel standby telemetry 5 20004
I-channel 1 kbps SCC diagnostic dump 6 20005
Q-channel Housekeeping telemetry 1 20010
Q-channel Health and Safety telemetry 2 20011
Q-channel 16 kbps SCC diagnostic dump 3 20012
Q-channel standby telemetry 5 20013
Q-channel 1 kbps SCC diagnostic dump 6 20014
CODA from EDOS NA 20056

Test Tools:
ETS MPS Release 1.3.0 (S/C simulation mode) - sends telemetry in CADU format to

EDOS.  Receives commands from EOC via EDOS.
ETS MPS Release 1.3.0 (EDOS simulation mode) - sends telemetry in EDU format to the

EOC.  Receives commands in the form of CDBs from EOC.  (May be used during dry
runs.)
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Test Data:

Description/Characteristics Source File/Script Name & Location
Relative Time Command load - to build
an RTCS for an instrument

From test EOC3.4 or
generated prior to test

Absolute Time Command Table load
  

From test EOC3.4 or
generated prior to test

TDRS position table load   FOT
Instrument Microprocessor Load
(Command Table, Data Table)

From test EOC3.4,
an IST, ETS or SSIM

Instrument S/W Update (ASTER,
CERES, MISR, MODIS, or MOPITT)

From test EOC3.4,
an IST, ETS or SSIM

Proc with 5 commands (See Exhibit 2-5) SI&T pretest
generation

EOC21_5CMDS
EOC22_5CMDS
EOC23_5CMDS

EXHIBIT EOC2-5:  Commands for EOC2x_5CMDS  PROCs   
CMD_MNEM CMD_PID CMD_TYPE RT_NAME *

EOC21_5CMDS
TCS_DISABLE_SFEHTRB 1 BDU Relay Pulse Recorder BDU IFS
AST_TURN_OFF_C_SQL 1958 ERT Serial ASTER 2FS
CDH_SET_CT1SBT2B1CH2 2717 ERT Serial: CTIU1 5FS
CDH_OPEN_CT1_UNLOCK 2388 CTIU BC CTIU1 1FS
CDH_TURN_OFF_SCC1 724 BDU Logic Pulse C&DH/COMM BDU 1FH

EOC22_5CMDS
CDH_SET_SFEAMODDAS2E 2212 BDU Serial CMD Recorder BDU 2FS
CEF_TURN_ON_SURV_B 1263 BDU Relay Pulse MIS/MOP/CER BDU 1FS
COM_STEP_HGA_AZ Number_Steps=81 904 ERT Serial HGA-1 2VS
EAS_FIRE_HGA_BOX1B 628 BDU Relay Pulse RWA BDU 1FH
EPS_DISABLE_EODAOVRD 580 BDU Serial CMD C&DH/COMM BDU 2FS

EOC23_5CMDS
CDH_GET_CT1_TBL_CRC
CRC_VALUE=0
SEGMENT_OFFSET=4294967295
TABLE_ID=65536
WORD_COUNT=4294967295

2407 ERT Serial CTIU1 8VS

MIS_SET_SAFE_MODE 2135 ERT Serial MISR
(sub_add - SAFE MODE
COMMAND)

1FH
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CMD_MNEM CMD_PID CMD_TYPE RT_NAME *

FSW_INITIATE_ATCSCC1
LOAD_DESCR_HIGH=0000000065535
LOAD_DESCR_LOW=0000000000000
START_HIGH=0000000065535
START_LOW=0000000000000
WORD_COUNT_HIGH=0000000065535
WORD_COUNT_LOW=0000000000000
CRC_HIGH=0000000065535
CRC_LOW=0000000000000

99999 ERT Load Init SCC1
(sub_add - Memory Load)

8VS

GNC_SET_POSSENSA
XM_SENSOR=15.0

2802 BDU Serial CMD GN&C BDU 2FS

TCS_DISABLE_REAV01HB 41 BDU Relay Pulse PROP BDU 1FS
*last column is: word_cnt, word_type, safety_level

Test Case Descriptions:

There are five test cases; the first three correlate to each SN transmission rate (i.e. 125 bps,
1 Kbps, and 10 Kbps).  These three test cases are designed along similar scenarios (ECL
commands, ECL procedures, Ground Script execution), but the elements are incorporated in
differing ways in each test case (varying commands, instruments, size and type of load data, etc).
The first three test case scenarios employ a selection of the commanding types illustrated in
Exhibit EOC2-4 [based on ref 13, page 3-57].

The fourth test case verifies that the memory dump telemetry from the EOS S/C components and
instruments received by the EOC matches the master memory dump images.  Detection of
discrepancies between images being compared is also verified.

The fifth test case verifies proper Command Operations Protocol-1 (COP-1) processing.  FOP
initialization (check, nocheck, and unlock), retransmission of commands upon s/c request, and
reseting the command counter are exercised.

Test EOC2 performs each type of commanding, as well as, each data rate and uplink path (exhibit
EOC2-1), except for the emergency path via GN/WOTS, at 2 Kbps, which will be verified in test
EGS2.
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EXHIBIT EOC2-6:   Command Data Set Composition

EOC2.1 - 125 bps S-Band Single Access (SSA) Uplink
This test case incorporates the following features:

x� Spacecraft and instrument commanding via SSA at 125 bps.

x� Command configuration set to: PLOP=2, CLTUQTY=38, RATE=125, PRIMARY=CTIU-2,
CLCW=I

x� The Command Activity Controller (CAC) enters real-time commands in the form of ECL
directives.  Included in the commands are valid, invalid and critical commands.

x� The CAC executes ground scripts.  Included in the ground scripts are critical commands,
command table loads, data table loads, and software updates.

x� Overriding of Prerequisite State Check failures.

x� Transmit SCC-Stored instrument and spacecraft commands and tables.

x� Transmit absolute time command loads and relative time sequence loads.

x� Transmit a combination of spacecraft bus and instrument commands to AM-1 instruments.
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x� Use spacecraft load commands to verify SCC Software Updates and Instrument Loads
(Command Table, Data Table, and Instrument S/W Updates).  A memory dump of the “load
area” is requested and compared to the master ground image

x� The CAC examines the returned CLCWs to verify command receipt on the spacecraft.

x� Proper transmission, processing, and execution of the commands is verified.

Requirements to be Verified:

EDOS-4.1.1.2#B EDOS-4.1.1.4#B EDOS-4.2.1.5#B EDOS-4.6.1.3#B

EOC-0040#B EOC-3238#B EOC-4008#B EOC-4010#B

EOC-4015#B EOC-4018#B EOC-4020#B EOC-4100#B 

EOC-4120#B EOC-4125#B EOC-4130#B EOC-4160#B

EOC-4200#B FOS-1130#B

EOC2.2 - 1 Kbps S-band Multiple Access (MA) Uplink

This test case incorporates the following features:

x� Spacecraft and instrument commanding via MA at 1 Kbps.

x� Command configuration set to: PLOP=2, CLTUQTY=TBD, RATE=1000,
PRIMARY=CTIU-1, CLCW=Q

x� The Command Activity Controller (CAC) enters real-time commands in the form of ECL
directives.  Included in the commands are proper, improper and critical commands.

x� The CAC executes ground scripts.  Included in the ground scripts are proper, improper and
critical commands.

x� Overriding of Prerequisite State Check failures.

x� Transmit SCC-Stored commands and tables.

x� Transmit a combination of absolute time command loads and relative time sequence loadss
some of which require data tables stored in the SCC.

x� Transmit a combination of spacecraft bus and instrument commands to AM-1 instruments.

x� Use spacecraft load commands to verify SCC Software Updates and Instrument Loads
(Command Table, Data Table, and Instrument S/W Updates).  A memory dump of the “load
area” is requested and compared to the master ground image

x� The CAC examines the returned CLCWs to verify command receipt on the spacecraft.

x� Proper transmission, processing, and execution of the commands is verified.
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Requirements to be Verified:

EDOS-4.1.1.2#B EDOS-4.1.1.4#B EDOS-4.2.1.5#B EDOS-4.6.1.3#B

EOC-0040#B EOC-3238#B EOC-4008#B EOC-4010#B

EOC-4015#B EOC-4018#B EOC-4020#B EOC-4100#B 

EOC-4120#B EOC-4125#B EOC-4130#B EOC-4160#B

EOC-4200#B FOS-1130#B

EOC2.3 - 10 Kbps SSA Uplink

This test case incorporates the following features:

x� Spacecraft and instrument commanding via SSA at 10 Kbps.

x� Command configuration set to: PLOP=1, RATE=10000, PRIMARY=CTIU-1, CLCW=I

x� The Command Activity Controller (CAC) enters real-time commands in the form of ECL
directives.  Included in the commands are proper, improper and critical commands.

x� The CAC executes ground scripts.  Included in the ground scripts are proper, improper and
critical commands.

x� Overriding of Prerequisite State Check failures.

x� Transmit SCC-Stored commands and tables.

x� Transmit a combination of absolute time command loads and relative time sequence loads
some of which require data tables stored in the SCC.

x� Transmit a combination of spacecraft bus and instrument commands to AM-1 instruments.

x� Use spacecraft load commands to verify SCC Software Updates and Instrument Loads
(Command Table, Data Table, and Instrument S/W Updates).  A memory dump of the “load
area” is requested and compared to the master ground image

x� The CAC examines the returned CLCWs to verify command receipt on the spacecraft.

x� Proper transmission, processing, and execution of the commands is verified.

Requirements to be Verified:

EDOS-4.1.1.2#B EDOS-4.1.1.4#B EDOS-4.2.1.5#B EDOS-4.6.1.3#B

EOC-0040#B EOC-3238#B EOC-4008#B EOC-4010#B

EOC-4015#B EOC-4018#B EOC-4020#B EOC-4100#B 
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EOC-4120#B EOC-4125#B EOC-4130#B EOC-4160#B

EOC-4200#B FOS-1130#B

EOC2.4 - Memory Dump Telemetry Processing

This test case verifies that the memory dump telemetry from the EOS S/C components (CTIU and
SCC) and microprocessor of the on-board instruments (except ASTER) received by the EOC
matches the master memory dump images.

x� EOC is configured for memory dump telemetry processing.  The appropriate logical
strings are initialized.  The dynamic display pages for telemetry, and the event messages
and report templates are defined.

x� The Binary Load Builder is used to generate a microprocessor load.  The load is then
uplinked to the ETS MPS as part of a command PROC.

x� ETS MPS allows manipulation of the memory data in order to introduce an image
discrepancy.  An absolute address dump is ordered for the memory location just
uplinked.

x� EDOS receives telemetry in Channel Access Data Unit (CADU) format from the ETS
MPS.  It extracts the CCSDS packets and Command Link Control Words (CLCWs).
The CCSDS telemetry packets are processed and converted to EDOS Data Units
(EDUs) based on the Application Process Identifier (APID) and the Virtual Channel
Identifier (VCID), and the replay flag.  Memory dump EDUs are sent to the EOC via
EBnet using UDP.

x�x� EOC receives the telemetry in EDUs and extracts the dump telemetry data.  The data is
written out to a dump storage file.

x� The memory dump data, and related event and configuration data are forwarded to the
FOS DMS for temporary storage then next to the SDPS for permanent archival.  The
data is maintained at the FOS DMS for a minimum of seven days.

x� When the S/C model receives notification from the TLM that a memory dump has been
collected and stored with the DMS.  S/C model requests that the Ground Image object
construct the memory image.  Ground Image object receives the raw dump telemetry
from DMS, constructs the dump image file, and stores the dump image file with FOS
DMS.

x� The dump image file is retrieved from DMS along with its master memory dump image.
The two image files are compared.  An event message that depicts the results of the
comparison is forwarded to the FUI for display at the user’s workstation.  A
comparison report is generated and stored with the FOS DMS.

x� Another dump is initiated but the flow of telemetry is interrupted to observe timeout
processing.
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Requirements to be Verified:

EOC-4160#B EOC-5010#B EOC-5130#B EOC-6150#B

EOC-6160#B

EOC2.5 - Command Operations Protocol-1 (COP-1) Processing

This test case verifies the Frame Operations Procedure (FOP) portion of the COP in order to
ensure command frames are received by the spacecraft in sequential order and without duplication
or omission..  The FOS ECL directive “FOP” and it’s options (initiate, resume_ad, transmit,
window, vs, timer, timeouttype) will be exercised.  The following operations will be performed:

x� After setting the FOS sliding window to 10, inhibit receipt of valid CDB by ETS MPS.
Upon sending the next command, the command counter mismatch will cause MPS to
set the retransmit flag.  FOS will resend the entire command queue of 10 commands
and the last two will be  accepted by MPS.

x� The FOS operator will set the number of retransmissions to the maximum value.  After
transmitting a series of valid commands, setup ETS MPS to reject all future
commands.  Send FOS CLCW with the retransmit flag set, FOS will continue to
retransmit the command queue for the selected number of tries.

x� The FOS operator will set the number of transmissions to 1 (no retransmit).  The
retransmit flag will be sent to FOS by MPS.  FOS should not retransmit any
commands.

x� Initialize FOP by synching the spacecraft command counter to the ground (FOP
INIT).  Verify command counters in synch and commands are successfully transmitted.

x� ETS MPS set Lockout flag in CLCW.  Initialize FOP by sending a type B command to
clear the Lockout flag (FOP INIT UNLOCK).  Send commands and monitor the
command counters, CLCW Report Value, and CLCW Farm B counter for proper
operation.  Verify command counters in synch and commands are successfully
transmitted.

x� Disable telemetry flow from MPS to EOC and set the FOS and MPS command
counters out-of-synch.  Initialize FOP to ignore command synch (FOP INIT
NOCHECK).  Monitor command data and command counters for proper operation.

x� Set the FOS timeout type to suspend, the FOP Timer to a minimum value, and inhibit
CLCW transmission from MPS.  Send a valid command and after the appropriate time
observe the proper system response.

Requirements to be Verified:



9/3/97 E O C 2 - 13

EOC-4010#B EOC-4120#B

Test Procedures:
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Appendix: Test Package Requirements Summary

Requirements to be Verified:

Requirement Description Test Cases
EDOS-
4.1.1.2#B

EDOS shall interface with the EOC to receive Command Data Blocks
(CDBs), Command Test Blocks, and Operations Management Data.

EOC2.1
EOC2.2
EOC2.3

EDOS-
4.1.1.4#B

EDOS shall provide the capability to transfer Command Link Control Word
(CLCW) EDUs to the EOC.

EOC2.1
EOC2.2
EOC2.3

EDOS-
4.2.1.5#B

The EDOS-EOC interface shall provide the capability to support the transfer
of real-time forward link data at a rate of up to 10 kbps.

EOC2.1
EOC2.2
EOC2.3

EDOS-
4.6.1.3#B

EDOS shall receive real-time forward link data using UDP/IP. EOC2.1
EOC2.2
EOC2.3

EOC-0040#B
Partial
EOC1

The EOC shall interface with EDOS for coordinating EDOS-provided
services required by the EOC.

EOC2.1
EOC2.2
EOC2.3

EOC-3238#B Within 1 minute of detecting a predefined emergency/contingency situation,
the EOC shall prepare spacecraft and instrument commands for transmission
to EDOS.

EOC2.1
EOC2.2
EOC2.3

EOC-4008#B The EOC shall be capable of transmitting commands via Ecom. EOC2.1
EOC2.2
EOC2.3.

EOC-4010#B
Partial
EOC3

For each spacecraft and its instruments, the EOC shall prepare uplink data
that conform to the CCSDS Telecommand Standard.

EOC2.1
EOC2.2
EOC2.3
EOC2.5

EOC-4015#B The EOC shall provide the capability to build real-time commands based on
operator input and validate the generated commands.

EOC2.1
EOC2.2
EOC2.3.

EOC-4018#B The EOC shall validate instrument real-time command groups. EOC2.1
EOC2.2
EOC2.3.

EOC-4020#B The EOC shall merge the real-time commands supplied by the spacecraft
operator, command groups, and the spacecraft and instrument memory loads
into one uplink stream.

EOC2.1
EOC2.2
EOC2.3.

EOC-4100#B The EOC shall provide the capability to control the uplink of critical
commands by requiring a second positive response from the operator.

EOC2.1
EOC2.2
EOC2.3

EOC-4120#B The EOC shall provide the capability to verify via telemetry the successful
receipt of all commands by the spacecraft and instruments.

EOC2.1
EOC2.2
EOC2.3
EOC2.5

EOC-4125#B The EOC shall provide the capability to verify via telemetry the successful
execution of spacecraft commands.

EOC2.1
EOC2.2
EOC2.3

EOC-4130#B The EOC shall provide the capability to receive and evaluate command
transmission status information from EDOS.

EOC2.1
EOC2.2
EOC2.3



9/3/97 E O C 2 - 61

Requirement Description Test Cases
EOC-4140#B The EOC shall generate command-related event messages for display and for

history logging to include: a. Command uplink status
Note: EOC-4140#A identified as mission critical in 9/14/96 RTM.  EOC-
4140#B is not identified as mission critical.

EOC2.1
EOC2.2
EOC2.3

EOC-4160#B The EOC shall maintain a record of the uplink status of all spacecraft and
instrument real-time commands.

The EOC shall maintain a record of the uplink status of all spacecraft and
instrument memory loads.

EOC2.1
EOC2.2
EOC2.3

EOC2.4

EOC-4200#B
Partial
EGS2

The EOC shall support several uplink rates to the spacecraft, which include
at a minimum the following:
a. 10 kilobits per second (kbps) (SSA uplink)
b. 1 kbps (SMA uplink)
c. 125 bits per second (bps)  (SSA uplink during contingency operations)

EOC2.1
EOC2.2
EOC2.3

EOC-5010#B
Partial
ICT13

The EOC shall receive from EDOS the following telemetry data types in
CCSDS packets containing:
a. Real-time spacecraft and instrument housekeeping data
b. Spacecraft recorder housekeeping data
c. SCC memory dump data

EOC2.4

EOC-5130#B The EOC shall determine the best estimate for SCC memory contents. EOC2.4
EOC-6150#B The EOC shall provide the capability to maintain a master ground image of

the SCC spacecraft memory.
EOC2.4

EOC-6160#B The EOC shall provide the capability to compare the master ground image
and the SCC memory dump.

EOC2.4

FOS-1130#B The FOS shall check the binary pattern of all outgoing commands against a
user-defined, configuration controlled table and halt transmission whenever a
match is found.   

EOC2.1
EOC2.2
EOC2.3
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